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Chair will contact executive committee. Director will follow up with more details later in the process.


* see http://itservices.uncc.edu/iso/guideline-reporting-information-security-incidents 
** If ISC director is unavailable, Asst. Director will follow this protocol
*** If DSO is unavailable, contact Chief Information Security Officer, UNC Charlotte Information and Technology Services, rejoyner@Uncc.edu, 704-687-5442

ISC Director notifies the following by phone


DSO***


Director of Urban Institute


ISC legal counsel


ISC Director notifies executive committee by email.


ISC Director keeps UI Director/Executive Committee/Board updated throughout process.


Incident discovered, discoverer immediately follows Guidelines for Reporting Information Security incidents. If UNC Charlotte employee, immediately email securityincident-group@uncc.edu with details of incident.*


ISC team members


ISC Director convenes ISC team to discuss incident. 


Notify ISC Director** by phone


If necessary, Information Security Incident Response Team (ISIRT), including DSO and ISC Director, formed in accordance with UNC Charlotte Guideline for Reporting Information Security Incidents.


Communication strategy developed, with ISC Director taking lead in notifying partner(s) involved in incident.


Chair of ISC BOD

































